
Identity Theft
When bad things happen 

to your good name 

City/County

Information & Referral Line
503-823-4000

�
This document is available at the 

ONI website:

www.portlandoregon.gov/oni/cp

2I¿FH�RI�1HLJKERUKRRG�,QYROYHPHQW�&ULPH�3UHYHQWLRQ�3URJUDP
Fall 2007

1221 SW 4th Avenue, Suite 110

3RUWODQG��2UHJRQ������

tel 503-823-4000

fax 503-823-3050

WW\�������������

$PDQGD�)ULW]
&RPPLVVLRQHU

$PDOLD�$ODUFyQ�GH�0RUULV
%XUHDX�'LUHFWRU

Promoting a culture of civic 
engagement by connecting 

and supporting all Portlanders 
working together and with 

government to build inclusive, 
safe and livable neighborhoods 

and communities.

How Identity Theft Occurs
HOW IDENTITY THIEVES GET YOUR PERSONAL INFORMATION
�� 7KH\�JHW� LQIRUPDWLRQ� IURP�EXVLQHVV�RU�RWKHU� LQVWLWXWLRQV�E\�VWHDOLQJ�
UHFRUGV�RU�LQIRUPDWLRQ�ZKLOH�WKH\¶UH�RQ�WKH�MRE��EULELQJ�DQ�HPSOR\HH�
ZKR�KDV�DFFHVV�WR�WKHVH�UHFRUGV��KDFNLQJ�WKHVH�UHFRUGV��RU�FRQQLQJ�
LQIRUPDWLRQ�RXW�RI�HPSOR\HHV�

�� 7KH\� PD\� VWHDO� \RXU� PDLO�� LQFOXGLQJ� EDQN� VWDWHPHQWV�� FUHGLW� FDUG�
RIIHUV��DQG�QHZ�XQXVHG�FKHFNV�

�� 7KH\�PD\�VWHDO�\RXU�ZDOOHW�RU�SHUVRQDO�LQIRUPDWLRQ�IURP�\RXU�KRPH�
Skimming, Phishing, Pretexting, and Dumpster Diving
,'�7KLHYHV�PD\�VWHDO�\RXU�FUHGLW�RU�GHELW�FDUG�QXPEHUV�E\�FDSWXULQJ�
WKH� LQIRUPDWLRQ� LQ� D� GDWD� VWRUDJH� GHYLFH� DWWDFKHG� WR� DQ� $70� LQ� D�
SUDFWLFH� NQRZQ� DV� ³VNLPPLQJ�´� 7KH\�PD\� VWHDO� SHUVRQDO� LQIRUPDWLRQ�
IURP�\RX�WKURXJK�HPDLO��³SKLVKLQJ´��RU�SKRQH��³SUHWH[WLQJ´��E\�SRVLQJ�
DV� OHJLWLPDWH� FRPSDQLHV� DQG� FODLPLQJ� WKDW� \RX� KDYH�D� SUREOHP�ZLWK�
\RXU�DFFRXQW���,'�WKLHYHV�ZLOO�UXPPDJH�WKURXJK�\RXU�WUDVK�LQ�D�SUDFWLFH�
NQRZQ�DV�³GXPSVWHU�GLYLQJ�´���

How to Prevent Identity Theft
ACCOUNT SECURITY
�� 3ODFH� SDVVZRUGV� RQ� \RXU� FUHGLW� FDUG�� EDQN�� DQG� SKRQH� DFFRXQWV��
$YRLG� XVLQJ� HDVLO\� DYDLODEOH� LQIRUPDWLRQ� OLNH� \RXU�PRWKHU¶V�PDLGHQ�
QDPH��\RXU�ELUWK�GDWH��WKH�ODVW�IRXU�GLJLWV�RI�\RXU�661�RU�\RXU�SKRQH�
QXPEHU��RU�D�VHULHV�RI�FRQVHFXWLYH�QXPEHUV�

�� 6HFXUH� SHUVRQDO� LQIRUPDWLRQ� LQ� \RXU� KRPH�� HVSHFLDOO\� LI� \RX� KDYH�
URRPPDWHV��HPSOR\�RXWVLGH�KHOS��RU�DUH�KDYLQJ�ZRUN�GRQH� LQ� \RXU�
KRPH�

�� $VN� DERXW� LQIRUPDWLRQ� VHFXULW\� SURFHGXUHV� LQ� \RXU�ZRUNSODFH� RU� DW�
EXVLQHVVHV�� GRFWRU¶V� RI¿FHV�� RU� RWKHU� LQVWLWXWLRQV� WKDW� FROOHFW� \RXU�
SHUVRQDOO\�LGHQWLI\LQJ�LQIRUPDWLRQ��)LQG�RXW�KRZ�\RXU�LQIRUPDWLRQ�ZLOO�
EH�VKDUHG�ZLWK�DQ\RQH�HOVH�

�� 'RQ¶W�JLYH�RXW�SHUVRQDO�LQIRUPDWLRQ�RQ�WKH�SKRQH��WKURXJK�WKH�PDLO��RU�
RQ�WKH�,QWHUQHW�XQOHVV�\RX¶YH�LQLWLDWHG�WKH�FRQWDFW�RU�DUH�VXUH�\RX�NQRZ�
ZKRP�\RX¶UH�GHDOLQJ�ZLWK��%HIRUH�\RX�VKDUH�DQ\�SHUVRQDO�LQIRUPDWLRQ��
FRQ¿UP�WKDW�\RX�DUH�GHDOLQJ�ZLWK�D�OHJLWLPDWH�RUJDQL]DWLRQ�

,GHQWLW\� WKHIW� LV�ZKHQ�VRPHRQH�XVHV�\RXU�SHUVRQDO� LQIRUPDWLRQ��VXFK�
DV� \RXU� QDPH�� 6RFLDO� 6HFXULW\� 1XPEHU�� RU� \RXU� SHUVRQDO� ¿QDQFLDO�
LQIRUPDWLRQ��WR�FRPPLW�IUDXG�RU�RWKHU�FULPHV���,W�FDQ�EH�YHU\�GLI¿FXOW�DQG�
WLPH�FRQVXPLQJ�WR�UHJDLQ�\RXU�JRRG�QDPH�DQG�FUHGLW�UDWLQJ�DIWHU�EHLQJ�
WKH�YLFWLP�RI�LGHQWLW\�WKHIW���3UHYHQWLRQ�LV�PXFK�HDVLHU���



Identity Theft
SDJH��

(O�3URJUDPD�GH�OD�3UHYHQ�
FLyQ�GHO�&ULPHQ�WLHQH�XQ�
PLHPEUR�TXH�KDEOD�HVSDxRO��
/ODPH�SRU�IDYRU�DO�Q~PHUR�
SULQFLSDO��������������VL�
XVWHG�QHFHVLWD�ORV�VHUYLFLRV�
HQ�HVSDxRO�

�� 'HSRVLW�RXWJRLQJ�PDLO�LQ�SRVW�RI¿FH�FROOHFWLRQ�ER[HV�RU�DW�\RXU�ORFDO�
SRVW�RI¿FH��UDWKHU�WKDQ�LQ�DQ�XQVHFXUHG�PDLOER[��

�� 7HDU� RU� VKUHG� \RXU� FKDUJH� UHFHLSWV�� FRSLHV� RI� FUHGLW� DSSOLFDWLRQV��
LQVXUDQFH�IRUPV��SK\VLFLDQ�VWDWHPHQWV��FKHFNV�DQG�EDQN�VWDWHPHQWV��
H[SLUHG�FKDUJH�FDUGV�WKDW�\RX¶UH�GLVFDUGLQJ��DQG�FUHGLW�RIIHUV�\RX�JHW�
LQ�WKH�PDLO��7R�RSW�RXW�RI�UHFHLYLQJ�FUHGLW�RIIHUV�LQ�WKH�PDLO�FDOO�������
��237287�

�� 'RQ¶W�FDUU\�\RXU�6RFLDO�6HFXULW\�FDUG��OHDYH�LW�LQ�D�VHFXUH�SODFH�
�� *LYH� \RXU� 6RFLDO� 6HFXULW\� 1XPEHU� �661�� RQO\� ZKHQ� DEVROXWHO\�
QHFHVVDU\��,I�VRPHRQH�DVNV�IRU�\RXU�661��DVN��:K\�GR�\RX�QHHG�LW"�
+RZ�ZLOO�LW�EH�XVHG"�+RZ�GR�\RX�SURWHFW�LW�IURP�EHLQJ�VWROHQ"�:KDW�
ZLOO�KDSSHQ�LI�,�GRQ¶W�JLYH�\RX�P\�661"

��:KHQ� RUGHULQJ� QHZ� FKHFNV�� SLFN� WKHP� XS� DW� WKH� EDQN� LQVWHDG� RI�
UHFHLYLQJ�WKHP�LQ�WKH�PDLO�

COMPUTER SECURITY
�� 9LUXV�SURWHFWLRQ�VRIWZDUH�VKRXOG�EH�XSGDWHG�UHJXODUO\��DQG�SDWFKHV�
IRU�\RXU�RSHUDWLQJ�V\VWHP�DQG�RWKHU�VRIWZDUH�SURJUDPV�VKRXOG�EH�
LQVWDOOHG�WR�SURWHFW�DJDLQVW�LQWUXVLRQV�DQG�LQIHFWLRQV�WKDW�FDQ�OHDG�WR�
WKH�FRPSURPLVH�RI�\RXU�FRPSXWHU�¿OHV�DQG�SDVVZRUGV�

�� 'R�QRW�RSHQ�¿OHV�VHQW�WR�\RX�E\�VWUDQJHUV��RU�FOLFN�RQ�K\SHUOLQNV�RU�
GRZQORDG�SURJUDPV�IURP�SHRSOH�\RX�GRQ¶W�NQRZ�

���8VH�³VWURQJ´�SDVVZRUGV��FRPELQDWLRQV�RI�OHWWHUV��XSSHU�	�ORZHU�FDVH��
DQG�QXPEHUV�

�� 8VH�D�¿UHZDOO�SURJUDP�LI�\RX�XVH�D�KLJK�VSHHG�,QWHUQHW�FRQQHFWLRQ�
WKDW�OHDYHV�\RXU�FRPSXWHU�FRQQHFWHG�WR�WKH�,QWHUQHW����KRXUV�D�GD\�
WR�VWRS�XQLQYLWHG�DFFHVV�WR�\RXU�FRPSXWHU�

�� 'R�QRW�FRQGXFW�¿QDQFLDO� WUDQVDFWLRQV�RI�DQ\�NLQG�RYHU� WKH� LQWHUQHW�
XQOHVV� \RX� DUH� XVLQJ� D� VHFXUH� EURZVHU� WR� HQFU\SW� RU� VFUDPEOH�
VHQVLWLYH�LQIRUPDWLRQ���/RRN�IRU�³KWWSV´�LQVWHDG�RI�³KWWS´�LQ�WKH�ORFDWLRQ�
EDU��DQG�D�SDGORFN�LFRQ�QHDU�WKH�ERWWRP�RI�WKH�EURZVHU�ZLQGRZ�

�� /RRN� IRU� ZHEVLWH� SULYDF\� SROLFLHV� WR� DQVZHU� TXHVWLRQV� DERXW�
PDLQWDLQLQJ� DFFXUDF\�� DFFHVV�� VHFXULW\�� DQG� FRQWURO� RI� SHUVRQDO�
LQIRUPDWLRQ�FROOHFWHG�E\�WKH�VLWH��KRZ�WKH� LQIRUPDWLRQ�ZLOO�EH�XVHG��
DQG�ZKHWKHU�LW�ZLOO�EH�SURYLGHG�WR�WKLUG�SDUWLHV�

If Your Identity Has Been Stolen
IMMEDIATE ACTION
�� 3ODFH� D� IUDXG� DOHUW� RQ� \RXU� FUHGLW� UHSRUWV�� DQG� UHYLHZ� \RXU� FUHGLW�
UHSRUWV�� )UDXG� DOHUWV� KHOS� SUHYHQW� DQ� LGHQWLW\� WKLHI� IURP� RSHQLQJ�
DQ\�PRUH�DFFRXQWV� LQ�\RXU�QDPH�� �&RQWDFW�RQH�RI� WKH� WKUHH�FUHGLW�
EXUHDXV�

(TXLID[������������������ZZZ�HTXLID[�FRP
([SHULDQ������������������ZZZ�H[SHULDQ�FRP
7UDQV8QLRQ������������������ZZZ�WUDQVXQLRQ�FRP

�� &ORVH�WKH�DFFRXQWV�\RX�NQRZ��RU�EHOLHYH��KDYH�EHHQ�WDPSHUHG�ZLWK�
RU�RSHQHG�IUDXGXOHQWO\�

�� )LOH� D� UHSRUW�ZLWK� \RXU� ORFDO� SROLFH� RU� WKH� SROLFH� LQ� WKH� FRPPXQLW\�
ZKHUH�WKH�LGHQWLW\�WKHIW�WRRN�SODFH�

�� )LOH� D� FRPSODLQW� ZLWK� WKH� )HGHUDO� 7UDGH� &RPPLVVLRQ�� 9LVLW� www.
consumer.gov/idtheft� RU� FDOO� ��������������� WR� UHJLVWHU� \RXU�
FRPSODLQW�

�� 2EWDLQ�D�FRS\�RI�³7DNH�&KDUJH��)LJKWLQJ�%DFN�$JDLQVW�,GHQWLW\�7KHIW´�
IURP�WKH�)HGHUDO�7UDGH�&RPPLVVLRQ��VHH�DERYH�IRU�FRQWDFW�LQIR��DQG�
IROORZ�WKHLU�VXJJHVWLRQV�IRU�UHFRYHU\�IURP�LGHQWLW\�WKHIW�

MORE IDENTITY THEFT 
INFORMATION
)RU�PXFK�PRUH�GHWDLOHG�
LGHQWLW\�WKHIW�SUHYHQWLRQ�
DQG�UHVROXWLRQ�LQIRUPDWLRQ�
YLVLW�www.consumer.gov/
idtheft�DQG�GRZQORDG�RU�
YLHZ�WKH�)HGHUDO�7UDGH�
&RPPLVVLRQ¶V�-XQH������
³7DNH�&KDUJH��)LJKWLQJ�
%DFN�$JDLQVW�,GHQWLW\�7KHIW�´�
7KLV�LQIRUPDWLRQ�VKHHW�LV�
RQO\�D�EULHI�VXPPDU\�RI�WKH��
XVHIXO�LGHQWLW\�WKHIW�WLSV�LQ�
WKH�ORQJHU�GRFXPHQW����


